
Proposals for Design, Development, Facilitation and Hosting of Cyber 
Incident Response Plan Workshops for Municipalities 

(No. 2020-JAII-02) 

Questions and Answers #3 
 

 Question Answer 

1.  How much total funding is available?  The MassCyberCenter has budgeted up to 
$300,000 for this program.  

2.  How many awards will be made?  MassCyberCenter anticipates making one 
award, but reserves the right to award to 
multiple vendors should we so choose.  

3.  Is there a specific timeframe in which the 
program/workshops must be completed? 

No. In their concept paper Applicants should 
describe the proposed timeframe and 
development process from creation of the 
educational materials through workshop 
completion. Applicants, however, are 
encouraged to conduct the sequential 
workshops within six months of each other. 

4.  Are all applications due by February 14, 2020? Yes.  

5.  When will decisions be made? MassCyberCenter anticipates selecting a 
consultant/contractor by March 15, 2020.  

6.  Are only Massachusetts-based organizations eligible 
to apply for the program? 

Applicants must be cybersecurity organizations 
with a presence in Massachusetts.  

7.  Are there any eligibility criteria for the size or 
maturity of organizations applying for the program? 

There are no specific maturity requirements for 
applicant companies, however, the organization 
must be able to design, develop, facilitate and 
host Cyber Incident Response Plan Workshops 
for all 351 municipalities if selected. 

8.  Can applicants propose their own metrics for the 
project? 

Yes. Applicants must include specific metrics to 
measure success for their proposed project in 
their proposal.  

9.  Can the Evaluation Team request additional 
information from applicants once the proposals are 
submitted?  

Yes. During the review process the Evaluation 
Team may seek additional information from 
applicants. However, applicants cannot submit 
additional, unsolicited information after the 
Proposal deadline.  
 
 
 



 Question Answer 

10.  How will the Applicant identify workshop locations? 
Will MassTech be providing a list of Massachusetts 
cities and towns? 
 

Upon selection the Applicant will be connected 
with representatives from the 5 Homeland 
Security Regional Advisory Councils.  The 
Applicant will work with the Councils to identify 
workshop locations and the Councils will 
provide the Applicant contact information for 
the municipalities in their regions. MassTech will 
not be providing a list of Massachusetts cities 
and towns. 
 

11.  What supporting information will MassTech provide 
the Applicant to market the workshops to municipal 
representatives? 

Upon selection the Applicant will be connected 
with representatives from the 5 Homeland 
Security Regional Advisory Councils.  The 
Councils will provide contact information for the 
municipalities in their Regions, and it will be up 
to the Applicant as to how to market the 
workshops from that point. MassTech does not 
anticipate providing any additional supporting 
information.   

 

12.  Who is the intended audience for the workshops? The workshops are intended for representatives 
from all 351 municipalities across 
Massachusetts. 
 

13.  How many personnel on average per municipality 
should be planned for in the workshops? 
 

Municipalities are encouraged to have a 
minimum of one representative at the 
workshops.  If a municipality would like to send 
multiple representatives the Applicant must 
work with MassTech to evaluate appropriate 
workshop staffing and capacity limitations. 
MassTech, however, cannot anticipate with any 
certainty at this point an average number of 
personnel per municipality who may attend. 
 

14.  What historical trends does MassTech have 
regarding attendance and ratio of people joining to 
people invited? 
 

This is the first time MassTech is offering 
workshops for municipality cybersecurity 
planning and there are therefore no historical 
trends to reference.  
 

15.  How does MassTech plan to incentivize and 
motivate people in the municipalities to participate? 

The workshops are free for municipalities to 
attend. In marketing the workshops it will be up 
to Applicant to provide rationales to incentivize 
attendance.   
 
 



 Question Answer 

16.  Will the MassTech accept a Firm Fixed Price 
proposal? 

Due to the nature of the scope of work and 
potential for uncertainty of the materials 
required, number of training sessions, and 
attendees at each session, MassTech 
determined that a time and materials based 
budget was most appropriate.   
 
Cost effectiveness is an important 
consideration; therefore, MassTech is willing to 
allow bidders to submit a Firm Fixed Price 
proposal or a not to exceed Time and Materials 
based budget. 
 
MassTech has provided a Fixed Fee budget 
template and additional instructions for bidders 
that choose to submit a Fixed Fee cost proposal 
(Attachment D). 
 
 

17.  Can the Applicant alter and revise Attachment C – 
Budget Template to provide the alternative price 
proposal to include a Firm Fixed Price costs? 

No.  To the extent a bidder chooses to submit a 
Fixed Price Proposal, the new Fixed Fee Budget 
Template form must be used and additional 
information, as specified in the Fixed Price 
Budget Template instructions, must be 
provided. 
 
 

18.  The RFP states, "Provide the total not-to-exceed 
costs for providing the Services based on projected 
hours, proposed hourly rates, and any other 
appropriate costs using the Budget Template 
(Attachment C)."  
 
Will the MassTech allow Applicants to submit Firm 
Fixed Price proposals against the scope of services? 
If affirmative, please confirm that a breakout of 
Direct Labor, Hours and Rates are not required if the 
Applicant is proposing Firm Fixed Pricing. 

If Applicant choses to provide a Firm Fixed Price 
costs proposal, a detailed breakout of Direct 
Labor, Hours and Rates is not required but 
additional supporting information must be 
included in the proposal as listed in the Fixed 
Fee Budget Template Instructions so MassTech 
can fully understand the bidder’s proposed 
staffing, level of effort, and approach to 
completing the services within the proposed fee 
structure. 
 
 
 
 
 
 
 
 
 



 Question Answer 

19.  By "host" is the intent for the selected organization 
to hold the workshops at its facility / office location? 
Or provide a location to present the workshops (i.e. 
an auditorium or some other large work space)? 

The Applicant will coordinate with the 5 

Homeland Security Regional Advisory Councils 

(Central, Metropolitan, Northeast, Southeast, 

and Western) to determine an appropriate 

facility/location for the workshops.  The 

MassCyberCenter does not expect the Applicant 

to have locations selected upon submission. 

Upon selection the selected organization(s) will 

ensure reasonable accessibility to workshops for 

remote municipalities, which may necessitate 

multiple offerings of the workshop within 

certain region.  After selection, workshop 

locations will be based on recommendations 

from the individual Homeland Security Regional 

Advisory Councils. The selected organization(s) 

will conduct an assessment of how to provide 

multiple offerings to remote regions.  The goal 

of the workshops is to bring people physically 

together for collaboration. MassCyberCenter 

recognizes some municipalities will have 

logistical restraints. The Applicant should 

determine necessity of video conferencing or 

web hosting the workshops and describe 

approach to providing such in application. 

Workshops are open to representative(s) from 

each municipality within each of the regions.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://cmrpc.org/homeland-security
https://www.mapc.org/
http://www.nerac.us/
http://www.srpedd.org/homeland-security-srac
http://wrhsac.org/


 Question Answer 

20.  Is the intent for all 351 municipalities to be 
represented at the same workshop on the same day 
/ time? 

There is no requirement for the workshops to 

be conducted on the same day/ time.  It is 

expected there will two sequential workshops 

for municipalities in each of the 5 Homeland 

Security Regional Advisory Councils 

(Central, Metropolitan, Northeast, Southeast, 

and Western) for a minimum of 10 workshops. 

Conduct two sequential workshops for 

municipalities in each of the 5 Homeland 

Security Regional Advisory Councils 

(Central, Metropolitan, Northeast, Southeast, 

and Western). Workshops are open to 

representative(s) from each municipality within 

each of the regions.  

The first workshop will guide municipalities 

through instructions for creating or updating 

cyber incident response plans using the 

contractor developed Template. Municipalities 

who already have plans would be welcome to 

participate. 

The second workshop will allow for review of 

each municipality’s cyber incident response 

plans (“Plans”) in a group setting and provide 

feedback to the municipality.  The Applicant 

should explain how they intend to accomplish 

the feedback process (i.e. provide sample Plans; 

peer-to-peer; individual consultations, etc.)  

 

 

 

 

 

 

 

 

 

 

 

 

 

http://cmrpc.org/homeland-security
https://www.mapc.org/
http://www.nerac.us/
http://www.srpedd.org/homeland-security-srac
http://wrhsac.org/
http://cmrpc.org/homeland-security
https://www.mapc.org/
http://www.nerac.us/
http://www.srpedd.org/homeland-security-srac
http://wrhsac.org/


 Question Answer 

21.  Are any of the following necessary or desirable 
portions of the cyber incident response plan 
templates, implementation protocols or workshops: 
 

 forensic understanding or collaboration by the 
successful vendor at a granular level, such as 
with respect to specific threat actor scenarios, 
identification of particular types of malware, 
reconnaissance activity, log file assessment, 
attribution and the like; 

 

 engagement of forensic vendors and by whom, 
including negotiation strategies for forensic 
vendor MSAs and SOW’s; 

 

 maintenance of attorney client privilege in 
forensic investigations of breaches, report 
review and precautions; 

 

 media or communications response strategy and 
planning, including model press releases and 
examples; 

 

 cyber insurance policy reviews, notices and 
claims; 

 

 post-breach lessons learned, follow up steps and 
larger enterprise risk assessment considerations. 

 

Yes, all of these, but not limited to, are desirable 
elements of the template, implementation 
protocols, and workshops. The goal of the 
materials is to present municipalities with 
options for creating their own unique cyber 
incident response plans and understanding what 
options are out there. 

 

22.  Are you looking for a fixed fee regardless of how 
many training/locations/dates are required per 
region or is it acceptable to price based on a per 
event basis? 
 

Applicant may provide either a fixed fee or a 
time and materials based budget with a not to 
exceed cap.  The templates provide for 
information regarding the assumptions and 
costs for the events due to the uncertainty of 
attendee size and number of events necessary 
per region. 
 
 

23.  Would the Mass Tech Collaborative consider using 
the Commonwealth’s Operational Services Division 
ITS74ProjServ Contract? 

No, Mass Tech Collaborative has its own form of 
contract that must be used for this engagement. 
 
 
 
 



 Question Answer 

24.  Would the Mass Tech Collaborative allow the 
Applicant, if awarded, to offer and conduct the 
Workshops at the Applicant’s facilities? 

Upon selection the Applicant will be connected 
with representatives from the 5 Homeland 
Security Regional Advisory Councils.  The 
Applicant will work with the Councils to identify 
workshop locations, this could include the 
Applicant’s Massachusetts based facilities. The 
final location must be approved by Mass Tech 
Collaborative. 
 

25.  Will we be contracting with end user 
agencies/municipalities/departments or a central 
entity? 
 

The contract is directly with Mass Tech 
Collaborative. 

26.  How many personnel by municipality/organization 
will be participating in workshops? 
 

The workshops are intended for representatives 
from all 351 municipalities across 
Massachusetts. 
 
Municipalities are encouraged to have a 
minimum of one representative at the 
workshops.  If a municipality would like to send 
multiple representatives the Applicant must 
work with MassTech to evaluate appropriate 
workshop staffing and capacity limitations. 
MassTech, however, cannot anticipate with any 
certainty at this point an average number of 
personnel per municipality who may attend. 
 

27.  How technically mature are participants, are the 
individuals dedicated to security or is this an 
additional role, where do they stand with 
architecture and controls efforts, etc.? 
 

There are 351 municipalities across 
Massachusetts with varying population sizes, 
land density, resources and cybersecurity 
maturity. The workshops must be scalable to 
municipalities who are just beginning their 
cybersecurity programs to municipalities with 
well-established cybersecurity programs. Mass 
Tech Collaborative has no visibility into the 
technical maturity or security needs of the 
municipalities. 
 

28.  Is there an intent for end user entities to retain 
these templates for future use?   
 

Yes, the intent of the cyber incident response 

plan Template is for the individual municipality 

to be able to tailor the CIRP for their individual 

municipality and to retain the plan for future 

use. 

 



 Question Answer 

29.  Do materials absolutely need to be publicly 
available?   

Yes, materials provided to workshop 

participants must be publicly available. In 

accordance with Massachusetts Public Records 

Law, any materials made or received by a state 

entity or municipality must be made available to 

the public upon request.  The municipality may 

use or share materials as they see appropriate.    

 

 

30.  Can the cyber incident response plans be held under 
NDA for end user/agency/municipality/department 
use? 

No, the cyber incident response plans cannot be 

held under NDAs. Municipalities will use the 

templates to generate cyber incident response 

plans and the municipalities’ plans are the 

purview of the municipality to protect or share 

as they see appropriate.  Final cyber incident 

response plans may be exempt from disclosure 

to the public, however that determination is 

made by the record custodian at the municipal 

level.   

 

31.  Please list all standards / guidelines that are 
required. 
 

There are no required standards/ guidelines.  

However, the materials should be based on 

nationally recognized standards (i.e. NIST, MS-

ISAC, other state examples).   

 

32.  Will the winning bidder be able to give input on the 
best way to deliver the content?  It may make more 
sense to carry out the first workshop and allow each 
participating municipality a remote review and 
discussion session after they have had the 
opportunity to work on it for a while. 
 

Applicants are invited to propose alternative(s) 
which provide substantially better or more cost-
effective performance than achievable under 
the stated RFP scope of services.    

 

 

 

 

 

 

 

 

 



 Question Answer 

33.  Can the stragglers attend a separate in person 
session or does there have to be a remote option? 
 

The Applicant will conduct an assessment of 

how to provide multiple offerings to remote 

regions. The goal of the workshops is to bring 

people physically together for collaboration. 

MassCyberCenter recognizes some 

municipalities will have logistical restraints. The 

applicant should determine necessity of video 

conferencing or web hosting the workshops and 

describe approach to providing such in 

application. 

Municipalities will be permitted to attend 
workshops that are not in their Homeland 
Security Region. 
 
 

34.  Can the report of lessons learned include a panel 
discussion?  
 

Yes, a panel discussion can be included in 

addition to report of the lessons learned. 

 

35.  Will it be acceptable to host the sessions in one or 
two central locations? 
 

No.  The scope of work states: Conduct two 
sequential workshops for municipalities in each 
of the 5 Homeland Security Regional Advisory 
Councils (Central, Metropolitan, Northeast, 
Southeast, and Western). 

 

36.  When do they want to have all workshops 
completed by? 
 

There is no specific deadline for completing the 
workshops. In their concept paper Applicants 
should describe the proposed timeframe and 
development process from creation of the 
educational materials through workshop 
completion. Applicants, however, are 
encouraged to conduct the sequential 
workshops within six months of each other. 
 

37.  Can travel be included in the cost or does it have to 
be separated?  
 

Travel should be included in the Applicant’s not-
to-exceed costs for providing the Services. 
 

38.  Is each region required to follow the same CIRP or 
will they be autonomous? 

The Applicant will provide the same template to 
all of the regions.  The workshops will act as the 
development phase for the municipalities to 
build their own individual cyber incident 
response plans. 
  

http://cmrpc.org/homeland-security
https://www.mapc.org/
http://www.nerac.us/
http://www.srpedd.org/homeland-security-srac
http://wrhsac.org/


 Question Answer 

39.  Is every municipality within a region required to 
follow the same CIRP or will they be autonomous? 

Each municipality receives the same template.  
Municipalities are not required to adhere to the 
template it but it is recommended as a best 
practice. Additionally, the municipality should 
be able to be tailor the template to their city or 
town. 

 


